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Introduction (I)
Drawbacks of Cables and Wiring in Aircraft

 Weight

* High cost

* Reduction of safety & reliability
« Limited functionality

* Limited expansion capabilities

e Physical limitations

10 AWG left emergency bus Damage to galley feeder
feed? cables®

[1] https://www.flickr.com/photos/a380spotter/4832163708, [2] TSB, In-Flight Fire Leading to Collision with Water, AA8H0003
! [3] AAIB Field Investigation, 2003, B737-300, G-LGTI, EW/C2003/07/07, [4]AAIB Field Investigation, 2002, B737-436, EW/C2002/11/02
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Introduction (ll)
Substitution of Wires with Wireless Technologies

Benefits

* Reduction of weight and cost

 Increased system flexibility

» Ease of adding new functions
» Enables monitoring of (( ))
physically-refined areas

Disadvantages & Challenges

* Prone to outer disturbances

» Deteriorate safety & reliability
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Introduction (lll)
Wireless Concept for Safety-Critical Applications

Design Assurance Level (DAL)

RUDDER
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HORIZONTAL

STABILIZER

» Safety-critical systems - DAL - A

GROUND

» Catastrophic failure conditions seoncRs

» Crucial to evaluate the safety and reliability

SPEED BRAKES

AILERON

aspects of wireless systems in aircraft
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Introduction (1V)
Methods to Enhance Security & Reliability

Focus on preventing jamming attacks
« Definition of jammer by North Atlantic Treaty Organization (NATO) [

“ The deliberate radiation, re-radiation or reflection of electromagnetic
energy with the object of impairing the effectiveness of hostile

electronic devices, equipment or systems.”

 Assessment of possible countermeasures
v' Spread-spectrum algorithms

v Jammer localization and detection
v' Channel surfing

v’ Defeating energy efficient jamming

[1] NATO, ,,NA_TO Glossary of terms and definitions*, APP-6-2008. Handheld UHF
[2] http://www.jammerall.com/ Signal Jammer?
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Spread-Spectrum Techniques
Direct-Sequence Spread Spectrum (1)

Method

Modulation of data signal with a higher data rate Pseudo Noise (PN) binary
sequence > spreading data spectrum

Power , Power 4
Power , Interference
Signal
Spread Transmit
Signal
fi Frequency ft Frequency Signal f Frequency
Data Signal DSSS Signal DSSS Signal in a
Transmission
Channel

f. Transmission frequency
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Spread-Spectrum Techniques
Direct-Sequence Spread Spectrum (ll)

Advantages Current Applications

» Hard to detect by adversary

« Immune against fading *t: .
o i .
Chai WirelessHART

* Robust against interferences
GALILEO

@ LigBee

Global Positioning
System (GPS)?!

[1] http://www.nist.gov/pml/div688/grp40/gpsarchive.cfm
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Spread-Spectrum Techniques
Frequency Hopping Spread Spectrum (1)

Method

Changes transmission frequency swiftly and pseudo-randomly
1st 2pshEdacHOop

Power N

Noise

Fo F1 F2 Fva Fx Frequency

Fo.F;...Fy = Sub-channels

* Channel assignment

» Look-up table, shared PN codes

» Crucial parameters: hopping rate and pattern

i DLR
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Spread-Spectrum Techniques
Frequency Hopping Spread Spectrum (II)

Advantages
* Reduces eavesdropping probability
» Requires intelligent jammer development

 Better transmission quality with

v' Dynamic frequency hopping i

. -
v Frequency selective fading Military UHF Radio

Current Applications

€JBluetooth F€ Part.15 Military Use

[1]dpdproductions.com
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Simulation
System Parameters

Wireless Flight Control Network Concept

Components of the Network
» Flight control computers

 Flight control nodes

v Actuators and sensors T

Network Specifications o
« Star, hybrid star topology

 Maximum transmission range 50 m

 Maximum transmission power 100 mW

« Data-rate up to 2 Mbit/s Nt

i DLR
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Simulation
Modelling of Jammers

 Worst-case Jammers DSss/FHSS | Sk Ry | psss/rrss
] Transmitter Receiver
v" Multi-tone Jammers J
v' Partial-band Jammers
Jammer
 Assumptions Si: Transmitted data signal
v Jammed Bandwidth Ji: Jammer Signal, Rj: Received Signal
=21 =04
p WSS ’ p

W; . jammed bandwidth, W,: data signal bandwidth
v' Signal Power (E;) = 10 dBm
v’ Jammer Power (N;) =5, 10, 15, 20 dBm
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Simulation
Evaluation of Intermediate Results

Bit Error Rate (BER) Analysis

» Reference: single-carrier transmitter

e | | -+-FHSS Do | f -+-FHSS
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i DLR




DLR.de ¢ Chart 15 >WInncomm’16 > Aysegul Aglargoz ¢ Analysis of Spread-spectrum Algorithms in Safety-Critical Applications > 17.03.2016

Hardware Implementation (1)
Specifications of Development Platform

SDR Specifications
* Perseus 601X AMC
v Xilinx Virtex 6 LXT FPGA
v Support for Plug-in FMC
v' Up to 4 GB, 64-bit DDR3 SDRAM
v 2 GigE ports
v Mestor interface: FPGA JTAG,

mini-B USB serial port

» Analog-to-Digital-to-Analog Converter (ADAC) 250
v’ 2 14-bit 250 MSPS (ADC)
v’ 2 16-bit 1 GSPS (DAC)

7
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Hardware Implementation (ll)
Development Method and Tools

» Xilinx System Generator

SIMULATION
ON SIMULINK

v Specific IP blocks for telecommunication

MATLAB
® “SIMULINK

SPECIFICATION

v’ Basic algorithmic blocks FOR SYSTEM

v' Digital design elements

XILINX N
BLOCKSET DEVELOPMENT

i Nutaq BIOCkS _  OFAMODEL

NUTAQ
BLOCKSET

LN =
SYSTEM - NN
E}. GENERATOR™ — .

v' Custom Register (CR) Control

il GENERATIONOF _IN  ISERTL
v Real-time signal monitoring e RTLMoEL g veRIEATION

v ADAC param eters ISE sv‘NTIHESIS/

IMPLEMENTATION

v GigE configuration

IMPLEMENTATION/
VERIFICATION
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Hardware Development (l1)
FHSS Algorithm Implementation

FHSS Transmitter Components FHSS Parameter Value
» Linear-Feedback Shift Register (LFSR) PN Generator Type LFSR
. LFSR Length 7
v" Information data ;
Sub-channel Spacing 5 kHz
v' Hopping pattern Dwell Time 100 us
 Direct- Frequency Synthesizer (DFS) Number of Sub-channels 39
ADAC Rate 200 MHz
* Multiplier
1 »en duulUnip{)|ar Bipolar *a
EnableTX Slice -3
LFSR1 Data Unipolar to Bipolar Converter |~ Zax b—+{_1 )
FHSS Signal
»en dout » Pattern Index »Index  Carrier »b
LFSR2  Sub-channel Limiter DFS
Mult

Hopping Pattern

FHSS Transmitter Blocks
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Hardware Development (l1)
FHSS Algorithm Implementation

» Control signals
v' ADAC synchronize S -

. System ~ Perseusenx \/
v" Transmitter enable Cotor | FPOA Moo
v' RTDEX enable B “’L
Custom register 0
CR 2 1 Pl o bl abs] o1 fo{TxEnable  FHSS [aja 4 L[]
Constant2 2 Slicel  pelay1 ADACT Scopet
( \ Kﬁ FHSS Transmitter
ADAC Enable RTDEX . E—’ s ant———{ 1 +lanca
e | [Fass | [crameo] ., | % pmeee
—_— > F H SS > a_?)r:e RTDEX TX RTDEx TX
Enable
ADAC250— _ RX A\ J Host HEa
Custom register 1
EMC —— Computer 7] v
(—\ —— Lk r4
DAC > FHSS Channel 0/ H" 2 Sice2  Delay3 Delayd —paocs Scope2
D J— D Rx A "
Sync \ X , Enable
o \_ _
____ ~—__/ \ /

N Ea Y,
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Hardware Development (1V)
Testbed Development and Testing

MMCX-SMA

USB UART

i
i

it

(Y

Osciloscope
Xilinx
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_‘m - Cable

Perseus 601x
CR

Host am—>|: .
board configuration . = RD 1 Soret Te St E nVI ro n m e nt
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Results (I)

Synthesis & Implementation Reports

* Design Synthesis
v' RTL schematic

* Design Implementation
v Translate
v Map
v Place & Route

* Timing Constraints met

» Device Utilization Summary

i DLR
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Results (lI)
Test & Validation

* Observing TX signal by oscilloscope
v" Dwell time of 100 us
v' Hopping Pattern

all sub-channels used

* Irregularities in the amplitude
due to behavior of ADAC in the

low and high frequencies
* Obtaining Rx signal in the
host computer by the RTDEX
and the BER Analysis

i DLR
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Conclusion & Future Work

« FHSS more resistant than DSSS against jamming

» Designed FHSS transceiver with Xilinx System Generator, implemented on a
Virtex-6 FPGA-based SDR platform

Design parameters of case-study fulfilled

Enhancement in the security and reliability, especially wireless avionics intra-

communications

Necessary to assess the overall safety and reliability

v" With modulation, channel coding and the encryption methods

Future work: Implementation of hybrid-frequency hopping transceiver

i DLR




Thank you for your attention!
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Institute of Flight Systems Institute of Flight Systems Institute of Flight Systems
Safety Critical Systems Safety Critical Systems Safety Critical Systems &

& System Engineering & System Engineering System Engineering
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